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1. Ts mat a* tfc* pnucnt mi thc4 «f r a ytry l tlac tt.S. eanauaoftt*. _ 
temerity iritfc wp*e!ftt rtftnaet to th* ropirtlng of vldatica* «t»I tbs 
•Vft&ffttlca of tt» po«*tVU *aa«cft OBi - tc4 . Tfe* «ft!a part sen- of fc» 
ftaaal nation !a to AfttrraiiMt 

ft* Wkftthftr au^ la^uatlflftA test-dcr, 1ft Wlaf 1>^o«c<l an ftowsarjl- 

•after*, 

V, Hotter may taforafttlco i» Winf wflwittftft which eon 

iwyirt j W Aift^uwjcd wtti>, 

ft. At ft ft ourl ty dftfteif ieotlon rsqoirwA fear D*s iftpcrta of 
•fftlfttloea ftnft Dm rtlatot a»teri*l* aubnUUd by *§11, 

lam mmm m m .^mm,ms8ma* 

9, U 1« aafttatlftl to aftlxrtftlB » ftp^r* 1 **! of U* ftoeurltj 

«f a gyytoffyyt ftan fa tor# V *&* Amed ? £?»•*** aa A to left* *.rr*etiTw notion 

r 

tftMMliatftlj B^azt Ukft software vS may w&tmttm WE toft wsy po**iVy Ooofttt 
Dm wpraad ftft of ftryptaMtsH*!, To Miiii !a aseft eotteft, AFSn im 
• fttrVHfth*! « p rMftfu rft which r*qviirt« tfe« wpcrtlae of wie4»tioj»a of 
yfcyftfftftT ftfttart *? *&£ orypto-ofterarlty, 

5. YlcXfttTcos cf Wtb fhfftiftB? wrorttj «ad orypt ^ttmtrlV wturj ot*r 
• ylftt mage ina ~f*r ft* DM ftert =oene#$ of tte Tlol*t1 <>« la oaaMHrwsd, 

•Mft all tfeft ftlrewatsaceft vast %• e=»f !4«r*<! la cr4«r to iateral 3 * Dm 
prefcofeility Umfc « irlaUtioo, or tbs am cf ft mart** dt vlclatioM, baft 
| < «riWI aryptcmUrial or tbo Intel 1 !*md»« wlorljlag Dm taerrpted torts 
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•f to tiiwM asafU&le I® wauthcrlssA psrocna. 

4* All instance® of l krone or vsspcstsA pbjslsel eaejrcrc',#* or less 
«t by •*>**£** M fell ter* i 

a, Action eopj to SEPMSTSA, 

>, ItfattUfi) cqpy to tfes Ssrrios Esadguarttro. 

5* XU 1 b» sass of rtclatl^i* a# ciTptoasourl ty, *TSA ban yr esculent r3 
• vet <sf fcd4tr^ rales which yertrlt obsarrert? to Asiaraine w**rthcri 

a. tbs Tioleti-n is «f * typs w5vioh in itself t« pMWibly 
ttrlouv sn^qch to remit la * aospraatiso, nr 

I, tbs TlolstliA is at e type soasi&srsd * practice tender -ua 

to fSCtrlt?, soft «5xioh weald bars to k sxentned In ecnjcnetlen 
Vitt other Tiwiatlofit to detareins tbs resultant effect, 

2k 0c4ba#0tid3 with a. atom* a fkrtbsr VreoSficv-i of tbs islatlre 
MTSotsases of nay? tes ec ur 1 ty rlc-laUoae sad tbs avert c# srgsacj in tfcsir 
evaluation tM enabled &T33F3A to 4 Iy 14* ■possible S‘TS 5 »rcvi*<ui* Into two 
m&of&tmit ostsgoriss which e i r e r a sbstber sassace reports a! all k 
to lEDWSft with * mwi or HtJSJBtD yncscsooe, 

I. tb» <tnmr cf a aryg t e e l olatisa first datamilnes vi other taw 
•MS «t fttad fall* seder ssVp*r*g*«?h a or t «kr«, and then takes apprep- 
rtst* fSpoftlng sotica, Zf tbs rloletijn is dsleraine? to fail wader e, 
tto tltdAUwe Is r up e r ts d by wn**£v, swat as fdltarai 

s, T* tbs Director, tm8 Tcrcse Severity Agency, Wushlnct ^j 
9c D* C. fw sstiec, 

b. to tbs station respcwfbl* for the ri-4'»t5o« f«* taf-jraastiem. 

If s felted States *r»eA forces CmmstU 

«, *e tbs fsrrlc* bs^wSSttsrs for isforwaUcm as lidloated in 

Jfptatix A, 

seW 







it (featiwwd) 

to* tijfl* U etowelftod IftGtoT, «>1m t tcft «CS*T wtaotg * i« torolv*d* 
to ftfctoll «m I* U ftlflflod W 9013. (kylw at tot aMP{4) 
tarolnl to vtdUil« trt fMiuidi to KMKl I7 *ir nU< to* tort* 
MM fttotolfiod Mttwt, ml*** « *ra? atCXT Mrttfft 1ft total**!, til tolfth 
fftftft toft tort to fttoftftlflftt fW MKT. XT to* TioUtiw* to Utomiiwd to 
MU totor I. Mforto art tarried V nil w •fUlfitl to to* tottrltoti 
— r tl ft* jiNa*eflapt* # vlto a topjr totog tart to tCSMfflftt 

T# to ftMlila* to it nq^rtlif af aU kutog * tot 

ftft—TTTj «T «toftowtorltl^ totgr aa& Mr feet* luOltra m to 

MAM** to toft to rtapttUr* ftarrto* ©ryjrtalagi* % ft aft lt*i tot yrt g | g gft# 
Mftli rtgorto af yrooa ftartl w^> , i.«, to w n rtotoM-w* of latl motion* 
IfeUt af f t pt tot offUlttej of ^ ai Ha V attains lw» tft ttot. tad. «v tot 
Ml wr ftfttoft ton to adit t» to toa «M yltlft Waft la tot i t*— g o. la 
WWMgt *9 at* to ftlft^t toP«ft «* frotedomX TioUtic** la &UM far ate* 
ftf tot aiTptoaQrfttaaa yrtarnlljr to m«# wad wnfftto of «m& %*ctoti<wft 
IN MfWrtaft tjr astt to tot tor tad Mr tmtm Cmrtaloft* dgawiltt* torn 
to* *• tor lew wot rtgttlra tot taper Mag «ft aoftli vnitttaiil anwrt* 
ft* Vito rtgtrt to to* torttilftatica of tlrtwettontet wtrewadtoe 
Saawftft *f ftryrVfitttort*! or aetaiUt iMimUw unUlni frm ttMwk 
MP ytofiooT twrart tgf wpU Uwti tad iwgorto rf vlaUU«w oft .uryptoatcurity 
tMbft fttgr remit to ftattolt iia«r<fttat| tot y r o t td u anm witoln I* tort* 
torn «u tr* «• fdlwti 

i* VStol* Hit drtgr ftat Mr l*oroo, w tovtttlprtlcn to t t ftalta ft 
ft* ftftto*Jfttoft to* alrwoBtlftMOft wd fit tot vm$oot IMlligr, 
to «ato tofttoaot ft lot* or pbftUal ftmftiranltftj arid to ttefe 
to ft town Mart a ftMgrMt q a to toftWtd a» to* rt»iU «ft a 

I 
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ft. ft, (contlrood) 



Violation of *i7pto**curtty» 

fc» »»hln ih« Baty any Mil if ft loos, or known or *twpo<.tod 

fthjF*i«dl c tg p ror j loo i* invooUjotod In ocoerlaivce with Chapter 
5 <tf fiP3 4. farther, may crypt ©•a'Jurltgr violation of ft typft 
rrjTrtrine ******* report to t&RAFSA also reqairoa «n Investi- 
gation and report to t3f0. 

I, Tfeffenntlon ©opios of Maoris of Investigation are firnldhed 
ttSSPSIU 

f, fee tools rftaoona for reporting rlnUtiona of *ryptoooc»n*ltjr «ad 
physical MMriV in ft* follow** 

ft, Sfteh • procedure porrtt* t» STalwotien to b* node of the of foot 
each violation has upm the aeaarity of Mm aystaz* awl 
« totorfd natlop to ho «h of the probability that iuoh vio- 
lation* pandt snout horlood powermal to gain int*13l£*neo 
fhn ft* 3. ooerwiloattw*. 

b, ^ach a prooeduro jorwdt# 9XEAP31 and tho Service ^r.'ptolo^to 
Agnolo* to evaluate tho practicability wo4 clarity of tho 
rules snd Wptit* tiers g over ni ng physical security a 3d crypto* 
■ aenrl ty and to Mfco nenoasarv raviateti* In those rules, It 
calls attention to typos Of or r ws which *ay not far o bom 
arljlrwil ly foroaoon and «uy Joopsrdlw* security. iter soarplc, 
Pk sMthod of trssvBtittin.^ aetonse indicators In tit* WAX ayate* 
Hi fbunl to roaoli In an abrewmlly Urt» xmtbor of 
boaring tho ononelphorM rotor AUtfH—nt at tho bodnrlng of 
tfee aesoag* and tho m*stg* Indicator ftt the and* thus flogging 
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f, b. (Continued) 

mu Of Umn «• th« oorroct rotor alignment. Bow th* muigs 
indicator is pbanetiaiaod «t the bsjJLnnir^ of the nssstge and 
is not repealed at tbs and. 

Ot Such a proeoiuro «ms as s «sar* of rral«wtlnc the afflo-* 
isc\«v' *nd status of tralnlfld; of cryptographic psr.onn*!, and 
•f tbslr awararvssa of «wf torplimc* with th» regulations 
grtren ing the baryillnj, storage end use of crypta jutsrlsl* 

XI psredts eorroctlvo action to bo token In insianeos of 
ataornslly frequent violation*. 

d* It should bo pointed out that tho prcoodiro ltsol;? toads to 
ineroas* the awareness of eryptopwrsonr.el to the i*oquir«ecnta 
Of ojrypt© security sad to that sxtont sarveu a woo fai purpose 
#f On in those Instances where tho probability of osnprorlss 

soy ba low. 

10. It oay bs soon, fro r tho ab ort discussion, that sa of fort has 
hssn sods to stgrogals violations Into aatego rise and to establish ssvarsl 
■Sthtrfs of re por ting theao viulwtloc.*, in accord area with tho probability 
that tho violation will rasa It In declaration of seep rc^ls*. fbis program 
i* ataintalfMOl ond*r a continuing review and la raviasl «s sow iryptographte 
proosdurea aro Introduced or as mrt ory p t analytlc tochrlque* art developed, 
•won with such an approach, it has not boon passible to draw up tush socket 
rolls that the aaors aood only report thos* viol it lor* which always or 
BOtfly always result in a declaration of oonprorlse. Attached as Tnelosuro 
X is s caBtoSY? of ths oorprorlse* actually declared by AMA aloes 1 Sow 1950 
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10* (Cor.tirfced) 

m Um bftsti of reports o f violation* of ary ptoaec writer . It oil}. be 
Mted that approximately 12. 1& of *31 viol* t tons report :>d by Hts.rag* 
retell in oeagsrerise. A review of tbs type* of violations to bo ro- 
ported by sassage oould be sade, with th* object of including in tha 
llotin^a only those violations which have the create at probability of 
revolting in eanpror-*i»e. -^wh a revision would diminish the naadter of 
nonage report* and Increase tho percentage of these violations i ditch re- 
sult In a declaration of ooKfrc~.lt*. Cn the other hand, such an approach 
ictroducaa tha ride that occesionally a violation would occur j sndor 
apodal aireusist snows which permit unauthorised parsons to obtain In- 
telligence Aren 0. % eoerwr.lcaii'ina, and tho violation -would not to 
r e po r t ed. Cn the other hanii, tha list of violations f»r each er.rpfco- 
ajrstsei oanli bo expanded, so that virtually all violations would bo 
reported by osscagw, thus sdnirialnc the risk of any wire ported riolatloro 
and aaartrinr; rapid evaluation of each ease. This approach intro iu;ea tho 
problems of Inter feren ce with operation*, a greatly increased voUsco of 
aesaag* reports and, in tha ease of tha Mavy, a largo Incroaeo Is tho 
Mentor «f investigations. 

Ur* In the final analysis, the detsrrrirstlcn of what violet Lena of 
tha rule a governing the pfeysieal and crypto security of wypto*»t aerial 
shall bo reported, mA shat organ C7 la to to given thorn violations 
daterrinad as requiring a report, is baaed on the following eor, alterations! 
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U. (fiantlan)) 

t* A datailad kn*wl«*dc* af tha c ry yt anatytlo +**kr*a$n» of ill 
mat •3r«t«rji and mn&Ulns foreign milt** *1 th an aqatlly 
•dfajwal atata In tha erjptarwlytio art. 

k* Qanaidaration of tha iffact of a*eh violate open tha 
a a cm"l ty of tha ay alar, JSsoorjtitt on that, u tha lucfear 
of tjrpaa of violations to ba raper-tad ta axpanled, ',ha 
watfhar of eceprorlaa* declared th a r aon la not e«hra,»pe^!njw 
ij leer* ssad, i.a, too li# of 4talniahlne returns o*aa into 
fMy. 

*. Probability of oryptotfflterlfil having k m y* available to 
tmawthcrisvl jparxoc#. 

4« Aett^ption that atatf rnuumga traaa^fttad by alaot viaal 
IWW ) ether than ova? approved circuit*, haa bean ns4e 
•OftllaHl* for intarcortlcn >»7 tmutthorlsad peraoro, 

12* in tha haala of tha above oonatt i«ratiwa, tba violation* to ho 
r ep or t ed for oath quotas hnw boon apoeifiad in Chapter 3 «f If ltd 1210* 

St ia to ha anphsaload that tfcaaa Hat Inga do not raealrt atatlc , to 
pm»oiflu!l ' i»a an imp r o ved it ia potsiMo to aUtolnete cartain aoaeneeaas, 
and thus to eliminate report a of violations in conroc t ton thararith. 

At tha a rypt analytic art advoi.tfa* nan mafeneetoe mat occasionally uncovered, 
raqo tried report* of violation* net previous!;/ oonaMarwl as serious. 
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